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Security Warning

Safeguarding Your Privacy

Foscam cameras require good security practices to safeguard your privacy. You can help protect your camera
by changing the default username and/or password. Input a username and/or password that is at least 8 — 10
characters or longer. Try to use a combination of lower-case and upper-case letters as well as numbers and
special characters. The more complex the username and password, the harder it will be to guess by an

unauthorized user.

You should update your camera regularly at http.//www.foscam.us/firmware.html. Make sure your camera has
the latest firmware installed for your specific camera model. The latest firmware for Foscam cameras utilizes
protection against various types of online hacking, cracking, and unauthorized access. Doing so will make your

device more secure, may add features, and will contain bug fixes to make your device work faster.

1 Overviews

FOSCAM FI8910W is an integrated wireless IP Camera with a color CMOS sensor. It combines
a high quality digital video camera, with a powerful web server, to bring clear video to your

desktop from anywhere on your local network or over the Internet.

The basic function of IPCAM is transmitting remote video on the IP network. The high quality
video image can be transmitted with 30fps speed on the LAN/WAN by using MJPEG hardware

compression technology.

With flexible 300-degree pan and 120-degree tilt, FIS910W gives users more comprehensive
control over a monitored site. FI8910W supports IR-CUT, when light conditions turns poor, the IR
cut filter will be automatically removed to accept IR illumination. Meanwhile, the camera switches

itself automatically from color to black and white, assuring optimal image quality at all times.



The IPCAM is based on the TCP/IP standard. There is a WEB server inside which could support
Internet Explore. Therefore the management and maintenance of your device is simplified by
using the network to achieve the remote configuration, start-up and to upgrade the firmware.
Controlling the IPCAM and managing images is simplified by using the provided web interface

across the network utilising either wired or wireless connectivity.

FOSCAM provides Phone APPs for Android and iPhone users, please search “Foscam viewer”

and install it through APP Store, then you can view your camera directly as a computer.

1.1 Key Features

e Powerful high-speed video protocol processor

e Color CMOS Sensor

e 300K Pixels

¢ IR night vision (Range: 8m)

e Pan 300 degree, tilt 120 degree

e Optimized MJPEG video compression for transmission
e Multi-level users’ management and passwords definition
e Embedded Web Server for users to visit by IE

e Wi-Fi compliant with wireless standards IEEE 802.11b/g/n

e Supports IR_CUT and the filter change automatically
e Embedded FOSCAM DDNS(dynamic domain name service) Service

e Supports Dynamic IP (DDNS) and UPnP LAN and Internet (ADSL, Cable Modem)

e Motion and Sound detection activates alarm

e Supports image snapshot

e Supports multiple network protocols: HTTP/TCP/IP/UDP/STMP/DDNS/SNTP/DHCP/FTP
e Supports WEP/WPA/WPA2 encryption

e Supports WPS(Wi-Fi Protected Set-up)

e Supports Daylight Saving Time

e Supports MSN

e Supports Gmail as sender on mail service settings

e Supports audio on Firefox, Google Chrome and Safari



e Providing Phone APPs for Android and iPhone users

e Providing Central Management Software to manage or monitor multi-cameras

1.2 Read Before Use

Please first verify that all contents received are complete according to the Package Contents
listed below. Before the Network Camera is installed, please carefully read and follow the
instructions in the Quick Installation Guide to avoid damage due to faulty assembly and

installation. This also ensures the product is used properly as intended.

1.3 Packing Contents

e IPCAMx1 e CDx1

e Wi-Fi Antennax1 (only available for wireless model) e Quick Installation Guidex1
e DC Power Supplyx1 e Security Warning Card x 1
e Mounting bracketx1(option) e Network Cablex1

1.4 Physical Description

Front Panel

Figure 1.1




1 Speaker: Built-in speaker

2 LENS: CMOS sensor with fixed focus lens
3 Infrared LED: 11 IR LEDs

4 Microphone: Built-in microphone

5 WIFI Antenna: Wireless Antenna

Back View

Power Power light Output Input

Figure 1.2
LAN: RJ-45/10-100 Base T
Power: DC 5V/2A Power supply
Network Light: The LED will blink when power and network cable are plugged in
Power Light: If the power adapter works well, the light will turn on
Audio Input: This jack is used to plug an external microphone

Audio Output: This jack is used to plug an external speaker

Bottom View

There are some labels located of the camera; this is an important feature of original Foscam
cameras. If your camera does not have labels, it may be a clone. Cloned Foscam cameras can

not use original firmware and are not eligible for warranty or technical services.
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Mounting Port

Port for mounting bracket.

Reset button

1) Press and hold down the RESET BUTTON about 10 seconds. when released the IP camera
will be reset back to factory default settings. You must power on the camera before reset.

2) Press and hold down the RESET BUTTON about 4 seconds, then press the WPS button on
the router, then you can use the WPS function. (For more details: please read Wireless Settings

in the User Manual).

1.5 Hardware Installation

Step 1: Fix the bracket on the wall with 2 screws. We have provided the screws in package.
Step2: Adjust the bracket to make the camera facing to the monitoring area.

Step3: Manually tighten the screws to lock the camera and the bracket.

2 Surveillance Software GUI

Please refer to the Quick Installation Guide if you install the camera at first time. After finishing
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quick installation, you can take time to learn the operation of the software.

2.1 Login Window

Language English ~ 1

Figure 2.1

Section1 Select Language
FOSCAM camera supports up to multi-languages, such as English, Spanish, Deutsch and so on.
You can select the language you need via pull down the dropdown toolbar and click on the

language to switch.

Section2 User/Password
The default administrator username is admin with a blank password, please reset the password

at first using and prevent unauthorized users login the camera.

NOTE:

When you log in for the first time, it will request that you modify the default username and/or
password . Input the New username, New password and Confirm the password, click “Confirm”
to complete the modification. You will now use the new username and password to log in to the

camera in the future.

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949
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Note:

Please note that there are three login methods: for IE browser, please choose ActiveX
mode; for Safari, Firefox, Google Chrome, please choose Server Push mode; for mobile
phone, please choose the third mode

Figure 2.2

Section1 FOSCAM Website Link

There is an access link to Foscam website homepage, if you need tech support you can contact
Foscam directly.

Section 2 ActiveX Mode

If your PC is windows based OS, such as Windows XP, Windows7, Windows Vista and you are
using IE-based browsers like IEG, IE7, IE8, please choose IE ActiveX Mode login mode.
Section 3 Server Push Mode

If you are using non-IE based browser, like Firefox, Safari, Google Chrome please choose
Foscam Digital Technologies LLC

Telephone: 1-800-930-0949



Server Push Mode.

Section 4 Mobile Phone

If you are using the Mobile to access the camera, here you need to select Mobile Phone login
mode.

Section 5 Note

Note that when you login the camera, please select the corresponding login mode.

2.2 Surveillance Window

Select the ActiveX mode and you will enter the surveillance window.
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Section1 Device Name
Default device name is Anonymous. You can define a name for your camera as you like (Please

go to chapter 3.1 and read how to set it)

v



Section2 Multi-Device Window

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the

same time. You can add other cameras in multi-device setting (read chapter 3.5).
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Figure 2.4
Section3 Image Parameters Settings
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OSD_

OSD is used to add timestamp on the video. There are five text colors to choose from: Black, red,
yellow, white, blue.

Add OSD on record

Select this option if you want to add a timestamp to recordings.

Resolution

1) 320x240------- QVGA

2) 640x480------- VGA

There are two resolutions, the bigger one (VGA) is 640x480 pixels, and the smaller one (QVGA)
is 320x240 pixels. The bigger the resolution, the better of the image quality is, but the lower the

frame rate is. If you are accessing the camera via internet and want to get more fluent video

streaming, please select resolution QVGA 320x240.

Mode

1) 50HZ --------- Indoor surveillance (Region: Europe, China)

2) 60HZ --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor------- Outdoor surveillance (Region: All over the world)

There are three options within the menu of Mode: 50HZ, 60HZ and Outdoor. It depends on the
frequency of the electricity and surveillance model (indoors & outdoor). Please choose outdoor

mode, when the camera was installed outside.

customized frame rate

You can choose option within the menu of Fps to adjust the frame rate. It is often used in LAN
network when you want to lower the frame rate, so that you can save more bandwidth.
Brightness

Default parameter is 6, you can adjust the brightness of the image by clicking plus or minus
button.

Contrast

Default parameter is 4, you can adjust the contrast of the image by clicking plus or minus button.

Preset/Go



1) Preset---------- Support 8 preset position, which is considered enough for DIY home & small

business surveillance market

2) Set----------- Click Set to save the position you need the camera to remember
3) Go----------- Click Go to make the camera move the preset position
4) Number button from 1 to 8-------- You can click the number button with preset position, and the

camera will go to the preset position.

How to do preset position?

We can start preset settings from position 1.

Firstly, select no. 1 within the menu of Preset on the panel.

Secondly, move the camera and stop at a place where you want make preset position.

Thirdly, click set button to save it as position 1 and you have done preset of position 1.

After that, you can select no. 2 within the menu of Preset on the panel, and move the camera and
stop at another place, and set as preset position 2. You can do all the 8 preset positions with this

method.

If you want to see the preset position you have set, such as the position 1, only select the set
no.1 ,and click go button, the camera will go to position no.1.

Flip & Mirror

You can flip the image by enabling Flip button, or mirror the image by enabling Mirror button.

Section4 Pan/Tilt Control

} 2 s

3 =4 g

Y 3 & = %
7"“! *\8

1----Up control button 2----Down control button,
3----Left control button 4----Right control button,
5----Up-Left control button 6----Up-Right control button



7----Down -Left control button 8----Down-Right control button

9----Go to center

: : Click this icon; camera will rotate up and down. Click L to stop.

" : Click this icon; camera will rotate left and right. Click - to stop.

= : Click this icon, all the IR lights will turn on. Click 96 to turn off them.

Section5 Device Management
Device Management ------ Path to Administrator Control Panel, Click it, and it will lead to
Administrator Control Panel

Section6 Record & Snapshot & Full Screen Buttons

1--m- Record Button Click it and it pop-up a path-setting window, you can select the storage

path and the record file name. At the same time the record icon changes to - Click it again
and stop recording.

2------ Snapshot Click it to make snapshot and it pop-up a window which picture you snapshot,
right click in the window and save the picture to anywhere you want.

3-m-nm- Full Screen Click it to make full-screen, or you can double click the surveillance screen
to make full-screen.

Section7 Play/Stop/ Talk and Audio Buttons

Ay

 EEEEE Play Click it to play the video of the camera

2------ Stop Click it to stop the video of the camera

3-mmm- Talk Button Click the talk icon Q and the icon changes to u then talk through your
computer’s microphone which will transmit through the camera’s speaker. People will hear your
talking through the camera’s built-in speaker. Click the icon again and stop talking.

4---m-- Audio Button Click the audio icon U , and it changes too , then you will hear sound



captured by the camera’s built-in microphone. You may need to plug in earphones or enable the

computer speakers to hear from the camera’s microphone.

Onscreen Mouse Control

Double click right mouse on the surveillance window, then left click on the screen to indicate the
camera move direction you prefer, press the left mouse and the camera’ Len will move to the

corresponding direction.. Double click right mouse again, cancel onscreen mouse control.

For example, double click right mouse, then left click on the up corner of the screen, you can see
the arrow, press the left mouse, and the camera’s lens will moving towards the up direction.

Double click right mouse again, cancel onscreen mouse control.
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Figure 2.5
NOTE:

Record and multi-device function are controlled by ActiveX controller, therefore Firefox or Google

Chrome, Safari browsers will not allow these functions.

For Firefox, Google Chrome, Safari, you should select the Server Push Mode and you can see

the following screen:

Foscam Digital Technologies LLC
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For the first time using audio, you need to download and install VLC plugin, Click Audio, and you

can see the download website.
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N SR
DFIip [ mirror
Resolution (640%480 v
Mode 50 HI v
Brightness S~ 6 _+ u
Contrast — 4 + S T Ed .
Preset Set|1 v |Go

Refresh camera params
Refresh video
Snapshot
Audio
Close Audio
If you wantto add audio,you can

download plugin from
hitp:/fwww.videolan.org

Figure 2.7

During the installation, you must select Mozilla plugin as in Figure 2.8.

MO0 REAN AN I EAGATNCTd
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. VLC media player 1.1.9 Setup

Choose Components
Choose which features of YLC media player 1.1.9 you want to install. A

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: IFuII @
Ot tthe optiqn;lt - Media Player (required) A
components you wish to L
install: . Start Menu Shortcut H‘
Discs Playback
L !-. i v
- Description
Space required: 79.0MB Position your mouse over-a component to see its
description,

VideoLan YLC media player

[ < Back ]uext sl [ Cancel ]

Figure 2.8

3 Advanced Camera Settings

Click the bar “Device Management”, goes to Administrator Control Panel to make advanced

camera settings.

Foscam Digital Technologies LLC
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3.1 Device Status

EE SNV THHoOrIDan) LiTaIDICamers
_
Dieiee e
Device ID 000DCSDEOFAT
Device Firmware Version 1137249
Device Embeded Web Ul Version 2.4 103
e o
[uPnp serings e ik
DDNS Status No Action
UPNP Status UPNP Succeed
M MSN Status No Action
Figure 3.1
1-----Device ID MAC ID of the camera by wired connection
2-----Device Firmware Version System Firmware version of the camera
3-----Device Web Ul Version Web Ul firmware version of the camera
4-----Alias Name of the camera
5-----Alarm Status The status of Alarm Service Setting
6-----DDNS Status The status of DDNS Setting
7-----UPnP Status The status of UPnP Setting
8-----MSN Status The status of MSN Setting

Another Way:

ol
1P Camera
Double click the the icon “IP Camera.exe” , select the camera IP, right click and select

the Basic Properties, you can also see the Firmware Version and MAC Address, such as the

following screen:
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E IP Camera Tool

Hetwork Configuration
Upgrade Firmware
Refresh Camera List
Flush fArp Buffer
About IP Camera Tool

Figure 3.2

EIP Camera Tool

anonymous Http: //192.168.11.197:88 |
anonyaous Http://192. 168 11.135:88
Anonymous Basic Properties ’Y
IPCAN —
Device ID ﬁOOCSDDDOCEE
System Firmware Yersion 11.37.2.49
feb UL Yersion 2.4.10.3

Figure 3.3

3.2 Alias Settings

Default alias is Anonymous. You can define a name for your camera here such as apple. Click

Submit to save your changes. The alias name supports special characters.

Foscam Digital Technologies LLC
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Figure 3.4

3.3 Date & Time Settings

Choose the time zone of your country. You can choose Sync with NTP Server or Sync with PC

Time. If your country implements the Daylight Saving Time, that option can also be selected.

aoonPany LgIpicamers

Device Status

Alias Setting Date & Time Settings

|
2z RE
|

Date & Time Settings

Users Settings Device Clock Time 25 December 2014 01:52:48

Multi-Device Settings Device Clock Timezone I '(GMT) Greenwich mean time:”London, Lisbon, Casablan ']
Basic Network Settings Sync with NTP Server

MiiielassiLASe Hings NTP Server time_kriss.re_kr .

ADSL Settings S S——

UPnP Settings YW L -

DDNS Service Settings Daylight Saving Time 0

Mail Service Settings

MSN Settings

Select the time zone belong to
Upgrade Device Firmware your region_

Backup & Restore Settings

Go to Data &Time Settings. ]

Restore Factory Settings
Reboot Device

0g

ings

Figure 3.5



3.4 User Settings

Here you can create users and set permission levels, visitor, operator or administrator.

Click Submit to save these settings. The camera will reboot.

A AN rmaooneangiEcamerd
el
Date & Time Settings
User passiord Group
Multi-Device Settings I|admin ' ‘ ’ | Administrator VI
Basic Network Settings [user ’ ‘ooooo ’ \' Operator V]
Wireless LAN Settings [isitor ‘ l ‘ [Visitor VI
ADSL Settings = ‘ ‘ ‘ ;V‘ . |
v
UPnP Settings & isitor ‘
DDNS Service Settings ‘ ‘ \ 4 ‘ | Visitor V‘
Mail Service Settings | ‘ ‘ ~isitor |
MSN Settings | | You can set different sitor v
FTP Service Settings ‘ P isitor v/
e T permission levels, but at =™ 4
least one administrator .
Upgrade Device Firmware
Backup & Restore Settings
Set Alarm Record Path
‘
|C-\Documents and Settings'\All Users\[

Figure 3.6

Here you can also set one important file locations for the camera, the Alarm Record Path.
Simply click Browse and choose the path to the required folder.

The Alarm Record Path location is used to store automatically recorded files when the camera
is activated by motion or sound. (See set motion/sound alarm. ) The default path for Alarm
Record Path is C:\Documents and Settings\All Users\Documents.

NOTE: In Windows?7 or Vista, if you cannot set the paths.:

Windows7 or Vista's security level is higher than Windows XP/2000.For "set record path"
function, user should add the Device IP address to the Internet Explorer's 'Trusted sites' first. The

step is: IE browser->Tool->Internet Proper—-> Security—> Trusted sites—> Sites>Add

3.5 Multi-Device Settings

If you want to view multi-surveillance screens on one window, you need to login one camera, and

set it as the main device, and do Multi-Device Settings, add other cameras to the first one



camera. Before you do multi-cams settings, you need to assign different port such as 81, 82, 83,

84, 85, 86, 87, 88 to the cameras if there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same

time.

3.5.1 Add cameras in LAN

In Multi-Device Settings page, you can

see all devices searched in LAN. The 1st Device is the

default one. You can add more cameras in the list in LAN for monitoring. The camera’s software

supports up to 9 IP Cameras online simultaneously. Click The 2nd Device and click the item in

the Device List in LAN, the Alias, Host and Http Port will be filled in the boxes below

automatically. Enter the correct username and password then click Add. Add more cameras in

the same way. After all cameras have been added, choose Submit.

Multi-Device Settings

Device List in LAN

Foscamdemo8918(192.1658.11.206)

Foscamdemo FI8910W(192.168.11.211)
FoscamdemoF18916W(192.168.11.208)
Anonymous(192.168.11.169)

The 1st Device This Device 1 Click it, alias, host and HTTP
The 2nd Device None Port will be filled in the following
Alias |FoscamdemoFI8316Y boxes automatically.
Host |192.168.11.208
HTTP Port (8916
User 1adm|n 2 Enter the User name and
Password password of the 2nd camera.
CAT
The 3rd Device None
SHE A Devioe ks 3 Click Add to take effect. J
The 5th Device None
The 6th Device None
The 7th Device None

Figure 3.7a



Multi-Device Settings

FoscamdemoFI3916YV(192.168.11.208 ~
Foscamdemo08918(192.168.11.206) =||

; P, Foscamdemo FIS8909WW(192.168.11.212 =
SeceT Bt Anonymous(192,168.11#169) ; v
The 1st Device This Device
The 2nd Device FoscamdemoFI8916W(192.168.11.208)

The 3rd Device Foscamdemo FIS910W(192.168.11.211)
The 4th Device Foscamdemo8918(192.168.11.206)
The 5th Device None

The 6th Device None

The 7th Device None

The &th Device None

The 9th Device None

Attention: If you want to access the device from internet, be sure the host and port that you set can be
accessed from internet.

G

- [ Click Submit after add all cameras. ]

Figure 3.7b
Back to Surveillance Windows, and click Four Windows option, you will see four cameras you

added.

OIS AIN
apple
[FrT
O L e OO &
Add OSD on record
Resolution
Wode 50 HZ ¥
Fps Max B
Brightness o/ [ ] (S
Contrast &) &)

Preset Set Go

Default All

[ Flip [J mirror

a N
=% 9

«(c)y DWW
SCS)

& Device Management

Figure 3.8



0SD disabled v
Add OSD on record | enable v
Resolution 6407480 v

Mode 50 HZ e
Fps Max v

Brightness = +
Contrast o &t
Preset Set Go

Default All

O Flip [ wirror

s Vo

1(C»y WK
\Jee

@ Device Management

Figure 3.9

3.5.2 Add cameras in WAN

If you want to view all cameras via the internet(remote computer), you will need to add them
using DDNS domain name. Firstly, make sure all of the cameras you added can be accessed
through the internet. (Read How to configure DDNS settings in chapter 3.10)

Login to the first camera using a DDNS domain name and port.
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Ble Wt Yiw Taweitn Tels

& hewites | g B iand Sia e gl
Breicalute 7 R-B- =4
Device Status
Device 1D 000000000004
Device Fimware Version 1137249
Devke Embeced Web Ui Verson 24102
Alarm Stas Hone
DONS Status [Festam Soiceea nip ficamera mysoscam ooy 85 |
UPRe Status 1o Acton \ ;
MSN Status 1o A
Make sure each camera you need
add could login with DDNS name
and port.
Figure 3.10

If you have several cameras, you can use the same DDNS domain name; you only need to set a
different port number for each camera.

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS
domain name, port number. Enter user name and password and then choose Add. (Figure 3.11)
NOTE: Here the Host must be entered as the second camera’s DDNS domain name, not its LAN

IP.

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949
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~ Multi-Device Settings

Foscamdemo FI8909VV(192.168.11.212)
| Foscamdemo FI8904W{192 168 11.214
il Anonymous(192.168.11.169)
Foscamdemo FI8910V/(192.168.11.211)

The 1st Device This Device
The 2nd Device -

(B (e

Devce Lt LA

HTTP Port |8090 |J

User | |admin

Password

The 7th Device

Figure 3.11

1---- The 2nd camera’s name
2---- Fill in the 2nd camera’s DDNS host not LAN IP
3---- Enter the 2nd camera’s user name and password

4---- Click Add button and to take effect

Add the other cameras in the same way. Click Submit to save.

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949




Multi-Device Settings

FoscamdemoF18916YV(192.168.11.208) A
Anonymous(192.168.11.169) =|
; P Foscamdemo8918(192.1658.11.206) =
vi istin LAN \

HEMEE L sty b Foscamdemo FIBI04W(192 168 11.214) v

The 1st Device This Device

The 2nd Device sarah(ipcam.dyndns.org)

The 3rd Device apple(ipcam.myfoscam.org)

The 4th Device linla(testt.myfoscam.org)

The 5th Device None

The 6th Device None

The 7th Device None

The &th Device None

The 9th Device None

Attention: If you want to access the device from internet, be sure the host and port that you set can be
accessed from internet.

- [ Click submit after finishing all settings. ]

Figure 3.12
Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera’s DDNS domain name and port to

view all the cameras via internet.
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Figure 3.13



3.6 Basic Network Settings

If you want to set a static IP for the camera, select Basic Network Settings. Keep the camera in

the same subnet of your router or computer.

L"ot-'- c w ‘“l‘:“”.’(' :“!/J'J'erjﬂb.q“u >
: :
Basic Network Settings
Obtain IP from DHCP Server 0O
IP Address 192.168.0.109 \
Subnet Mask |255.255.256.0 |
Gateway [192.168.0.1 \
DNS Server \192 168.0.1 ‘
HTTP Port 85 |
Network Lamp

Figure 3.14
Changing settings here is the same as using the IP Camera Tool. (Figure 3.17/3.18)
It is recommended that you use the subnet mask, gateway and DNS server from your locally
attached PC. If you don’t know the subnet mask, gateway and DNS server, you can check your
computer’s local area connection as follows:
Control Panel->Network Connections—>Local Area Connections ->Choose

Support->Details.
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“», Network Connections

File Edit View Favorites Tools Advanced Help

eBal:krv @ * ﬁ pSearch %Folders

Address | € Netwark Connections

'

@l LAN or High-Speed Internet - Local Area Connection Status

Network Tasks

: Local Area Connection | | General| Support |
Create a new Connected, Firewalled —
connection 2 Realtek RTL8139/810x Fa | Connection status - '
Setup a h I
ol?ficuepn:tv‘:mri s ﬂ Address Type: Assigned by DHCP ‘
e gl'::;gﬁ ;’gﬂﬁg‘:s ‘ IP Address: 192.168.0.50
Q Disable this network Subnet Mask: 255.255.285.0
dou
e Default Gateway: 19216801

&, Repair this connection

Iir Rename this connection =] -m 3
e _~ Click here

&) View status of this
connection

@ Change settings of this ‘Windows did not detect problems with this
connection connection. |f you cannot connect, click
Repair.

Other Places

[ Control Panel
&3 My Network Places
() My Documents

g My Computer

Close

Details

Local Area Connectiol

Figure 3.15

‘s Network Connections = (OjX|
File Edit View Favorites Tools Advanced Help ”

eBack 87 @ X ﬁ ‘pSearch E:Folders -

Address | € Network Connections

§| LAN or High-Speed Internet

-i- Local Area Connection Status

Network Tasks

s
S Local Area Connection Network Connection Details
Create a new Connected, Firewalled
connection 4, Realtek RTL8139/810x Faf - Network Connection Details:
Set up a home or small
office network P“'-‘Ffe"-'t' | Value
@ change windoB et thelsame Subnet Mask ang] | Physical Address 00E0-D000-23.01
Firewall settings % P &ddress 192768050
@& oisable this et Way of the camera with Subnet Mask 255,255.255.0
davice p ) Default Gateway 192.168.01
S ‘ DHCP Server 192.168.0.1
& Repair this confiection ! Lease Obtained 20107-2317:20:44
I@ Rename this connection ] Lease Expires 2010-7-23 19:20:44
5 N DNS Servers 202.96.134.33
© vewstausofthiThereliare two DNS servers, l 19216801
) change settings ¥ @kI CAN Set any of them. e
connection - .
Sameiwith gateway is also OK
Other Places @
@ Control Panel
g My Network Places |
() My Documents
W My Computer
Details @

Local Area Connectiol

Figure 3.16
If you don’t know the DNS server, you can use the same settings as the Default Gateway.

Network lamp: There is a network lamp on the back of the camera, select it and when the

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949




network connection are working, the lamp will turn on and blink.

Another way to change the camera’s LAN IP and HTTP Port no.

Open the IP Camera Tool, select the camera you want to change the port no, right click on the IP
address link, and goes to Option "Network Configuration”, it pops up another dialogue showed as

the following screen

EIP Camera Tool

apple Http: //192. 168.8. 102 C

Basic Properties

Select the camera you
want to change the LAN
IP or port NO., right click.

Figure 3.17

IP Address |192 .188 .11 .102
Subnet Mask | 255 255 .255 . 0
Gateway |192 168 .11 . 1
DNS Server [192 185 .11 . 1
Http Fort ISUQU
User Iadmin
Password I*****
| 0K I Cancel

Figure 3.18

IP Address: Fill in the IP address assigned and make sure it is in the same subnet as your
computer or router. (l.e. the first three sections are the same)

Subnet Mask: The default subnet mask of the equipment in our LAN is: 255.255.255.0.You can
find the subnet mask in the basic information of your router or the locally-attached of your PC.
Gateway: Make sure it is in the same subnet with PC’s IP address. The gateway is your router’s
LAN IP.

DNS Server: |IP address of your ISP network provider. You can find the DNS server in your



router or check the locally-attached address of your computer. Your PC contains your PC’s IP
address, gateway and DNS server. Normally, there are two DNS servers. Here you can also set
the DNS server the same with gateway.
Http Port: The default Lan port is 80.You can set another port number, such as port 8005,
8100.etc.
User&Password: Default administrator user name is admin with no password.
NOTE:

If the prompt “Subnet doesn’ t match, dbclick to change!” appears, please enable DHCP set

camera’ s IP address and gateway once again.

3.7 Wireless Settings

Wireless Lan Settings support three modes: Infra(Do wireless lan settings manually) and WPS
(Wi-FI Protected Set-up) and Adhoc.

If your router does not support WPS function,please go to chapter 3.7.1 and make
wireless connection settings manually.

If your router supports WPS function, please go to chapter 3.7.2 and make wireless
connection settings quickly.

If there is no wireless router, please go to chapter 3.7.3 and connect the IPCAM directly to

a host in a peer_to_peer environment.

3.7.1 Infrastructure Mode

Step 01) Please choose “Device Management” and goes to the option Wireless LAN
Settings , click “Wireless LAN Settings”. Then enable “Using Wireless LAN”.

Click the Scan button and the camera will detect all WIFI devices around the area. It should also

display your router in the list. (Figure 3.19)



Wireless LAN Settings

lucy[14e6e462d576] infra PN
. ‘ dlilwk[f9‘7d685fip30dc].infra i
Wireless Network List tcei:g[[%-gz%f;;:?digl]lI?irferxn\«\.MFp =
<@ Clic-k Scan Button to search WIFI
Using Wireless LAN device.
SSID ’ |
Network Type Infra ]
Encryption ’;None v‘

[ Submit | [ Refresh |

Figure 3.19
Step 02) Click the SSID of your router in the list, the corresponding information (SSID &
Encryption) will be filled in the following boxes automatically.
You will only need to fill in the share key. Make sure that SSID, Encryption and share key you

filled in for the camera are exactly the same for your router.

Wireless LAN Settings

lucy[14e6e462d576] infra A
dlink[f07d685630dc] infra
ost1[54e6 ’

Wireless Network List

al inf;a EP |
|

cisco[00259¢cb1df9

Using Wireless LAN
e I Click the SSID of router and SSID,
el S Encryption will be filled in the
Network Type L following box automatically.
Encryption WPAZ2 Personal (AES] Sl
Share Key R e ecscsces —P Enter the same share key
=, ith your router.
((Submit)) et
Figure 3.20

Step 03) Please click on the Submit button after all settings have been entered,the camera will

reboot. After the camera has completed the reboot process, wait 10 seconds and disconnect the
network cable.

The LAN IP address will disappear on the window of IP Camera Tool when the camera gets



restarted. Just wait for around 1 minute, the camera will get wireless connection, and the LAN IP
of the camera will be showed again on the window of the IP Cam Tool. You have done wireless
connection of the camera successfully. If the camera has a dynamic IP, after the wireless settings,
the IP will be changed.

Note:

If fail to make WiFi connection, please refer to seller or us for help.

3.7.2 WPS (Wi-Fi Protected Set-up)

Step 01) Please use a small round stick or like toothpick to press and hold the RESET button for

four seconds. .

Reset Button ]

Step 02) Press the WPS button on your router within 60 seconds. The WPS button is usually
on the back or side of your router. On some routers, you may need to log in to the web interface
and click on an on-screen button to activate the WPS feature. If you are not sure where the WPS

buttons is on your router, please refer to your router’s User Manual.

The camera will automatically create a secure wireless connection to your router. If you have
plugged in the network cable, please plug it out. While connecting, the green network light will
blink quickly and the wireless settings will take effect. The IP Camera Tool will search the

camera’s LAN IP. Make sure the PC and the camera share the same subnet.

NOTE:
1 During the WPS Settings, you must press the Reset button only for four seconds, or else, the

camera may be reset back to factory default settings if you press and hold on the reset button
above 10 seconds.

2 The security mode of router cannot be WEP, or else the WPS settings may be failed.



3.7.3 Adhoc Mode

Under this mode, the IPCAM will directly connect to a host in a peer_to_peer environment.

Make sure the PC has plugged in the wireless network card.

Step 01) Enable wireless and choose Adhoc mode.

Fill in a SSID to identify the IPCAM and then set the security mode, you can choose none or
others. Click Apply.

Wireless LAN Settings

Wireless Network List

Using Wireless LAN

SsID [test |
Network Type Adhoc ¥

Encryption  None v

[ Submit ] [ Refresh ]

Figure 3.21
Step 02) Plug out the network cable and the camera will restart..
Open the wireless network card of PC and search the wireless network around the area. You can

find the SSID you filled for the camera (Figure 3.21).

() Wireless Network Connection

[ Network Tasi Choose a wireless network

@ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<2 Set up a wireless network | test Acquiring network g &
for a home or small office =) address
f 5 Unsecured computer-to-computer network il“ﬂ
Related Tasks ((ﬁ)) ChinaNet-HkWc
) Learn about wireless 't Security-enabled wireless network (WPA) ilﬂﬂﬂ
networking (( )) soft_test
¢ Change the order of ﬁ ﬂ
preferred networks 't Security-enabled wireless network Il“
3¢ Change advanced ((*)] IPLAM
settings
't Security-enabled wireless network (WPA) iﬂ“ﬂ
« ﬁ)) cisco
't Security-enabled wireless network il“l]
-LINK_zdy
( ( ﬁ)) TP-LINK_zd
‘i Security-enabled wireless network (WPA) i“ln @

Figure 3.22
Step 03) Disabled the wired connection of the PC. Select the SSID you filled at Figure3.21 for

your camera and enter the same key with your camera. Make sure PC and Camera share the
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same subnet.

Open the IP Camera Tool, you can search the camera LAN IP again.

3.8 ADSL

PC
&
Figure 3.23

If you are connecting the camera directly to a ADSL modem, you can do ADSL settings with your

ADSL account &password provided by the ISP, then make the camera connected to the network.

Device Status

Alias Settings (- ADSL Settings-

Date & Time Settings

Users Settings Using ADSL Dialup

Multi-Device Settings ADSL User S§710752487966341 I

Basic Network Settings ADSL Password 0000000000000

Wireless LAN Settings x .
ADSL Settings § \

UPnP Settings
DDNS Service Settings Enter the ADSL user

Mail Service Setting and assword
MSN Setting p i

FTP Service Settings

Alarm Service Settings
PT Settings

Upgrade Device Firmware
Backup & Restore Settings
Restore Factory Settings
Reboot Device

—
o
o
d
@

Figure 3.24

3.9 UPnP Settings

.
 UPnP Settings

Using UPnP t0 iap Por

i

Basic Network Settings
Wireless LAN Settings

Figure 3.25
Foscam Digital Technologies LLC
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The default UPnP status is closed. You can select the check box and open UPnP, then the
camera’s software will be configured for port forwarding. Back to the “Device Status” panel, you

can see the UPnP status:

SRS AM, IMaoonEan) LTI EICamers
———
Date & Time Settings
Device 0 000DCEDBOFAT
Multi-Device Settings Device Firmware Version 1137249
Basic Network Settings Device Embeded Web Ul Version 24 10 3
Wireless LAN Settings Allas test
ADSL Settings A ;
UPnP Settinas arm Status ione
DDNS Service Settings DDNS Status No Action
Mail Service Settings UPnP Status UPNP Succeed
[MsN Setings ~ [REEYINTRNsN No Action
FTP Service Settings

There may be issues with your routers security settings, and sometimes may error. We

recommend you configure port forwarding manually on your router (Figure 3.30).

3.10 DDNS Service Settings

FOSCAM camera has embedded a unique DDNS domain name when producing, and you can

directly use the domain name, you can also use the third party domain name.

FOSCAM domain name

Here take camera.myfoscam.orq for example. Go to option of DDNS Service Settings on the

administrator panel, you can see the domain name.
Please enable the FOSCAM DDNS name first.

Device Status X 4
Alias Settings DDNS Service Settings
Date & Time Settings
Users Settings Manufacturer's DDNS
S S —| Enable FOSCAM DDNS name
Basic Network Settings Manufacturer's Domain camera myfoscam org
Wireless LAN Settings == -
Validity Queries

ADSL Settings
UPnP Settings
DDNS Service Settings

) " = Third Party DDNS
Mail Service Settings

DDNS Service [None. v

FTP Service Settings
Alarm Service Settings

T
: ¢
|
-

Figure 3.26
Enable: Open or close the FOSCAM domain name. The default status of FOSCAM domain

name is open.



Validity Queries: Check the validity of embedded domain name.

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname_camera.myfoscam.orqg and HTTP Port no. 88 for example, the accessing link

of the camera via internet would be http:// camera.myfoscam.org:88

Note: If you want to use the manufacturer’s domain name, please select None as the Third Party

DDNS and enable the Manufacturer’s domain name, then click submit.

Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com. ,www. dyndns.com

Here take www.no-ip.com for example:

Step 1, Go to the website www.no-ip.com to create a free hostname

Firstly: Login on www.no-ip.com and click No-IP Free to register.

-
noip
= he DNS Service Provid ™ fiome ™ " Download Services Support Company

Managed DNS

No-IP Plus, The complete managed DNS Solution

Easy to use interface. +/ Complete control over your domain. ) 2 S o)

+ FREE dynamic DNS update client. + Includes 50 hosts/sub domains. f
——— /I s =

Sign Up! '  More Info 1 l\. “ Additional Services

‘ kl ® No-IP Enhanced

Upgrade your No-IP account

— to unlock many
@Register Your Domain con Vv ‘_‘ features

W No-IP Backup DNS
Maximize uptime and add
to your existing
DNS infrastructure.
.. Create a FREE Qutsource your ) 4 Configure your
) hostname to point l‘ ) | mail service / # router to work with g No-IP Monitoring
/ tewourdunamiclD i 4 No-IP.com server monitoring
(ied including automatic failover.

... | Click here to register
See what over pur DDNS is

are talkir hard

your ISP blocks

Try us fOTFREET FUVATTCET SParT ang viTas Mermg! We'll help you g

As low as $19.95 per year.

Stay Connected

|fav

Figure 3.27

Please register an account step by step according to instructions on www.no-ip.com
After registration, please login your email which used to register. You will receive an email from

website, please click the link to activate your ACCOUNT as indicated in email.
Secondly: Login the link with the registered username and password to create your

domain name.


http://www.no-ip.com
http://www.no-ip.com
http://www.no-ip.com
http://www.no-ip.com

i - ‘
Nnoip
The DNS Service Provid Download Services Support Company

User Login

Client Login

Login with the registere Cl i
username and passworg

Home # Client Login

Additional Services

¥ No-IP Enha

Email: [ Upgrade your No-IP account

r to unlock many
Password: | features.

¥ No

Forget your password? No problem, Click Here Maximize uptime and add
to your existing
If you are not currently a reqgistered user of No-IP.com DNS infrastructure.
and would like to be for FREE, register as a new user.

Figure 3.28

N
YR Need edundancy &@ Your No-IP
" »“—/:i for your mail server?

ULl cuixiang, welcome to your No-IP! Last Login: 2012-04-04 21:40:56 PDT from IP 65.49.14.58

% = You have successfully logged into No-IP's member section. To start using No-IP’s senices select an icon below or choose
7\ 2417 Server Monitoring an item from the navigation above
¥y and Failover

" Click here for more info |

2 Need Help? Q @,: & @ si

+ Support Center
+ Basic Troubleshooting Manage Domains Add Domain Refer Friend Add a Host Manage Hosts

+ ;LL:;w‘pen Ticket Click Add a Host to create a

+ ContactUs domain—name -
Find a Domain Name | [com &

Get Connected + Own a domain name? A Your No-IP Alerts

You do not have any notices at this time

=\ | n { ) Yo Use your own domain name with our DNS system. Add
;/OUF dorasin name riow: o 1ol ot fr pucing and Check this spot for important information regarding your
Gatures account such as expiring services and trouble tickets

Figure 3.29

Please create the domain name step by step according to instructions on www.no-ip.com

Step 2, DO DDNS Service Settings within the Camera

Please set DDNS Service Settings within the camera by hostname, a user name and

password you’ve got from www.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Service Settings on the administrator panel.

Secondly, disable the Manufacturer’s domain name and select No-lp as a server in the Third
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Party DDNS.
Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill

ycxgwp.no-ip.info as DDNS domain and server URL, Then click save to make effect. The

camera will restart and to take the DDNS settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the

administrator panel, and check if the DDNS status is successful.
If failed, please double check if you have input the correct hosthame, user name, and

password, and try to redo the settings.
NOTE:

The Third Party DDNS and the Manufacturer’s Domain Name cannot work at the same time.
If you have set Third Party DDNS and meanwhile you enabled the Foscam Domain Name, the
Third Party DDNS will take effect.

® Do port forwarding within the router

Example: The camera’s LAN IP address is http://192.168.1.35:88 ,
Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the
router, and goes to Applications & Gaming->Single Port Forwarding
Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the

router showed as below.

LINKSYS by Cisco

Ferouare Version: v1.001

Wireless-N Home Router WRT 1208
Applications &

Gaming Setup Wireless Security Access Restrictions S"” o

Single Port Forwarding | Port Range Forwarding | Port Range Triggecing | DMZ |

Administration Status

| External Port | liternal Port | Protocol | TolP Address  Enabled

19216381
Application Name | Rhlindd ) [‘_], ]
— 1921651 O
r— 1921631 O
Nooe 1921631 O
Nose [0 1921631 O
— (88 88 ] Both v 6921681 35 ) Fill the lANIP' of the
Noae % t ] : camera here, just input
3 1 | Both ¥ 11921681 O he last section 35.
CTfill the port no. 88 of the | 1 l
Both v
m.l l.camera on the column of .192‘68‘ ! O
yo'" Ilike: h;'e N ‘ External and Internal Post | Both v | 1521681 0
' o ' .
= - Batn ¥ | 1921681 O

Figure 3.30
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® Use domain name to access the camera via internet

After the port forwarding is finished, you can use the domain name+ http no. to access the

camera via internet. Take hostname_ycxgwp.no-ip.info and_http no. 88for example, the

accessing link of the camera via internet would be http:// yexgwp.no-ip.info:88

3.11 Mail Service Settings

If you want the camera to send emails when motion/sound has been detected, Mail Service

Settings will need to be configured.

Ldededesr ;“/"JJ‘L:JJ'; bANera

Wk SosvinSeltiogn
Gender cuiyacd3@gmail com_D—p ¢
Multi-Device Settings ecelver 1 yaoyao160@sohu.com
Recelver 2 > 2
Wireless LAN Settings | s
o Receiver 3
ADSL Settings T
UPAP Settings el 2
DDNS Service Settings SMTP Server smtp.gmail com
ail Service Settings SMTP Port 25
e D | 1ansport Layer Security STARTTLS ¥ 3
P Service Settings Gmail only supports TLS at port 465 and supports
STARTTLS at port 25/587
feed Authentication
Upgrade Device Firmware SMTP User cuiyao93@gmail com —> 4
Backup & Restore Setting word sessssee g
R
PR ¢ emet P by Hai 5 ;
(I [Exml
Figure 3.31

1----- Sender Mailbox for sender must support SMTP

2----- Receiver Mailbox for receiver need not support SMTP,you can set 4 receivers

3----- SMTP Server/ Port Enter SMTP server for sender. SMTP port is usually set as 25.
Some SMTP servers have their own port, such as 587 or 465 and Transport Layer Security
usually is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS
and SMTP Port must be set to 465 or 25 or 587, which port you choose should be decided by
which Transport Layer Security you select.

4---- SMTP user |D account of the sender email address7

5----Submit Click Submit to take effect

6----Test Click Test to see if SMTP has been successfully configured.



NOTE: Click Submit first before choosing Test.

Click Test to see if SMTP has been successfully configured.

f Device(sarah) - Windows Internet Explorer
_' : el 192.16... ™| ||| 49| X | |&¥ L~
File Edit View Favorites Tools Help x @&~

7 Favorites s & v @ FreeHotmal &

= 1~ »
& Device(sarah) a8 | ey v Page v Safety v Tools v @~

Test ... Succeed

Done €D Internet fa - ®|100% ~

Figure 3.32

If the test fails with one of the following errors after clicking Test, verify that the information you
entered is correct and again select Test .
1) Cannot connect to the server
2) Network Error. Please try later
3) Server Error
4) Incorrect user or password
5) The sender is denied by the server. Maybe the server need to authenticate the user, please
check it and try again
6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server
7) The message is denied by the server. Maybe because of the anti-spam privacy of the server
8) The server does not support the authentication mode used by the device

Report Internet IP by Mail—If selected, you will receive emails which contains internet IP
information such as When the camera is powered or the Internet IP has changed. (For example:
IPCAM's urls is http://119.123.207.96:8068). Make sure the port is mapped to the router
correctly.

3.12 MSN Setting

If you want the camera send its current internet IP address to you or your friends, please set
MSN settings.
Acquire an MSN ID for the IPCAM first, then follow the instructions as per Figure 3.33.



Device Status

Alias Setting MSN Settings Fill in the user and
Date & Time Setting password of the .
User foscam31@hotmail.com | ; MSN ID you applied

Multi-Device Settings Password LYY YYYYYYY | for your camera.
Bt Netwock Soiing: Ifoscam13@hotmai|,com l MSN ID in this list
Wireless LAN Settings : —> n ! IS lIS
ADSL Setting sanshao27@hotma|l,c0m' can chat with the
UPnP Settings 1 camera.

DDNS Service Setting ' [
Mail Service Setting l |
MSN Setting | |
FTP Service Sefting ' [
| |
| |
| |

MSN Friends List

Alarm Service Settings
PT Settings
Upgrade Device Firmware

Backup & Restore Settings

Restore Factory Setting <| Submi?b [ Refresh ]
Reboot Device

Log

Figure 3.33

”

Click Submit and go to the “Device Status” screen and verify the MSN settings are succeed.

"“"'“"W!“"J.f\'.;““ﬁ )
Device Status
Device ID 00000000000A
Device Firmware Version 11.37.249
Device Embeded Web Ul Version 24103
Alias apple
Alarm Status None
DONS Status Foscam Succeed hitp//camera myfoscam org 85

Mail Service Settings UPNP Status No Action
MSN Setting MSN Status Succeed

FTP Service Setting

Alarm Service Setting

PT Settings

Upgrade Device Firmware
Backup & Restore Settings
Restore Factory Settings
Reboot Device

Log

Figure 3.34
When the MSN ID in the Friends list login the MAN, he can chat with camera. For example:
Foscam13(this account contained in the Friends list) log in MSN, and double click the camera’s

account (foscam31), then enter “url?”, the camera will send it’s current IP address to you.



w7 foscam31@hotmail.com

Games Activities Invite

LILY savs:
i Enter "url?"

foscamdl@hotmall. com says:
= http://183. 37.48. 137:800

The web site of TPCAM, enter it in the
browser,you can visit [PCAM

Last message received at 17:09 on 2011-4-26.

www.foscam.us

|
|

|

4

- S-@® v e@-

Figure 3.35

Note: Create a new MSN account for the camera, do not use the same MSN account as you

would like to chat with your friends. When the camera login uses the MSN account, this account

cannot be used for anything else when the camera works.

3.13 FTP Service Settings

If you want to upload images to your FTP server, you can set FTP Service Settings.

— FTP Service Settings

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949

£TP Server [[192165.0 50 1
FTP Port il J
FTP User Isarah l
FTP Password. seee |
FTP Upload Folder I |
FTP Mode PORT ¥
({Test] DPlease set first. and then test.

Upload Image Now s
Upload Interval (Seconds) 130 |
Enable Set Filename
Filename |sarah |

Figure 3.36




FTP Service Settings

FTP Server ftp.mgenseal com
FTP Port 21
FTP User deotest@mgenseal com
FTP Password seee
FTP Upload Folder
FTP Mode PORT v
Please set first. and then test
Upload Image Now
Upload Interval (Seconds) 30
Enable Set Filename
Filename sarah
[ Submit ] [ Refresh ]
Figure 3.37

FTP server: If your FTP server is located on the LAN, you can set as Figure 3.36.

If you have an FTP server which you can access on the internet, you can set as Figure 3.37.
FTP Port: Usually the port is 21.

FTP Upload Folder: Make sure that the folder you plan to store images exists as the camera
can’t create the folder itself. Also, the folder must be read/writable.

FTP Mode: The camera supports standard (POST) mode and passive (PASV) mode

Upload Image Now: This option will upload images continuously when you enable the checkbox
Enable Set Filename: When you enable this option the uploaded image will be named
according to the filename you enter. The next image will overwrite the flename of the previous
image. Hence there will only be one image, the last uploaded.

Filename: See the above option.

Note: You cannot change the name of the alarm image.

Upload Interval refers to the time between the current image and the next image being

uploaded.



Click Submit to save these settings. Click Test, the following screen displays if successful.

£ Device(sarah) - Windows Internet Explorer E]@

e 192.168.0.109 v || $|| x| o L\~
File Edit View Favorites Tools Help X “E] i
¢ Favorites s E v €& | FreeHotmail & | &
2 S / . >»
(€ Device(sarah) y - B | = v Page~ Safety~ Tools~ @~
Test ... Succeed
Done € Internet ‘a v H100% <
Figure 3.38

The following errors may occur:

1) Can not connect to the server. Check if the FTP Server is correct.
2) Network Error. Please try later.
3) Server Error.
4
5
6) Error in PASV mode. Verify the server supports PASV mode.

Incorrect user or password. Check the username and password.
Cannot access the folder. Verify the folder exists and your account is authorized

)
)
)
)
)
)

7) Error in PORT mode. PASV mode should be selected if the device is behind a NAT.

8) Cannot upload file. Verify your account is authorized
If an error occurs check the parameters you entered are correct. The filename format of the
image is similar to 00606E8C1930(sarah)_0 20100728114350_25.jpg
Check if your FTP server supports this file name format.

3.14 Alarm Service Settings

IP Camera supports Motion Detection Alarmed and Sound Detection Alarmed, when the

motion or sound has been detected, it will send email alerts or upload images or record.
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Wireless LAN Setting
ADSL Seiting [ Sound Detection Alarmed — 4
UPnP Setting - o
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MSN Setting e 5
FTP Service Setting pload e ) of il O
Alarm Service Setting Scheduler H
Beep on Alarm |
Upgrade Device Firmware Record on Alarm O

& Restore Settings

[ Submit ] [ Refresh ]
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Figure 3.39

1---- If you want to set Motion Detection Alarmed ,select the checkbox

2---- The larger the number, the higher the motion sensitivity will be
3---- Select this option to reduce false alarms when light changes

4---- If you want to do Sound Detection Alarmed,select the checkbox

5---- The larger the number, the higher the sound sensitivity will be

If motion/sound is detected after you enable Motion Detection Armed/Sound Detection
Alarmed, the Alarm Status will turn to Motion/Sound Detect Alarm.

S AN IMaooREaN T ECamera
:
D S
Date & Time Setting
Device 1D 000000000004
Multi-Device Settings Device Firmware Version 11.37.248
Basic Network Setting Device Embeded Web Ul Version 24102
Wireless LAN Setting Alias apple
ADSL Setting e Y Ty
UPnP Settings arm Status [ Motion Detect Alarm |
DDNS Service Settings DDNS Status Foscam Succee\ hitp://camera myfoscam.org 85
Mail Service Settings UPnP Status ?
MSN Settings MSN Status y| Here you can see the alarm status.
FTP Service Settings

Figure 3.40



There are four alarm indicators:

1) Camera will send emails when motion/sound is activated.

If you want to receive images when motion is detected, you must set Mail Service Settings first.
(Figure 3.31) Then set motion alarm as follows:

Alarm Service Settings

Motion Detection Alarmed
Motion Detection Sensitivity 10 v Sensitivity: 1-10.10=the highest sensitivity
Motion Compensation
Sound Detection Alarmed
Sound Detection Sensitivity 10 %] sensitivity: 1-10.10=the highest sensitivity
Send Mail on Alarm
Upload Image on Alarm O
Scheduler O]
Sound on Alarm F
Record on Alarm J

| Submit | [ Refresh |

Figure 3.41

2) Upload images via FTP server when motion/sound trigger.
To upload images to an FTP server when motion/sound is detected, you must set FTP Service
Settings(Figure 3.36/3.37) first and then set motion/sound alarm as pictured below

Alarm Service Settings

Motion Detection Alarmed
Motion Detection Sensitivity 10 v sensitivity: 1-10.10=the highest sensitivity
Motion Compensation
Sound Detection Alarmed
Sound Detection Sensitivity t10 ; Sensitivity: 1-10.10=the highest sensitivity
Send Mail on Alarm
[Upload Image on Alarm | = select this option.
Upload Interval (Seconds) ‘
Scheduler = Set an interval for images to upload.
Sound on Alarm ]
Record on Alarm J

[ Submit ] [ Refresh ]

Figure 3.42



3) You can hear the beep sound when the alarm has been detected.

Alarm Service Settings

Motion Detection Alarmed
Motion Detection Sensitivity 10 v sensitivity: 1-10,10=the highest sensitivity
Motion Compensation

X

K &

Sound Detection Alarmed

Sound Detection Sensitivity 110 & } Sensitivity: 1-10.10=the highest sensitivity

Send Mail on Alarm
Upload Image on Alarm
Upload Interval (Seconds) 130
Scheduler ]
Sound on Alarm > Select this option.
Record on Alarm ]

[ Submit ] [ Refresh ]

Figure 3.43
4) The camera will record automatically for one minute after motion/sound is detected.

You can find the recording file in the folder which you set previously. (Figure 3.6)

Alarm Service Settings

Motion Detection Alarmed

Motion Detection Sensitivity 10 | sensitivity: 1-10,10=the highest sensitivity
Motion Compensation

Sound Detection Alarmed

Sound Detection Sensitivity ‘E’| Sensitivity: 1-10.10=the highest sensitivity
Send Mail on Alarm

Upload Image on Alarm

Upload Interval (Seconds) 130

Scheduler ]

Sound on Alarm

Record on Alarm '——J Select the checkbox

Alarm Record Fiiepop = When you enable motion alarm, the

| Submit | [ Refr camera will record automatically and
store the recording file to the folder you
configured. This icon is used to control
Figure 3.44 whether the folder opens or not.




Alarm Scheduler:

Here are two ways to set the alarm.

1) Alarm at any time when motion/sound is detected.

Don'’t select Scheduler. Click Submit and the camera will alarm at any time when motion is
detected.

Alarm Service Settings

Motion Detection Alarmed
Motion Detection Sensitivity Sensitivity: 1-10,10=the highest sensitivity
Motion Compensation
Sound Detection Alarmed
Sound Detection Sensitivity Sensitivity: 1-10.10=the highest sensitivity

Send Mail on Alarm
Upload Image on Alarm
Scheduler

Sound on Alarm
Record on Alarm

'DDDDD

(B0

Figure 3.45
Another Way: select Scheduler, and click “set All”, you will see all time boxes turn blue as in the

following picture. Click Submit and the camera will alarm at any time when motion is detected.

IaoonEa LT gIEICamers)
sound Detection Sensiivity 10" ¥ Sensitivity- 1-10.10=the highest sensitivity ~

Device Status

Alias Setting

Date & Time Settings
Users Settings
Multi-Device Settings
Basic Network Setting Scheduler
Wireless LAN Settings Beep on Alarm

Send Mail on Alarm
Upload Image on Alarm
Upload Interval (Seconds) 30

ADSL Settings Record on Alarm
UPnP Setting

DDNS Service Setting

Mail Service Settings
MSN Setting

FTP Service Setting
Alarm Service Setting

PT Setting

Upgrade Device Firmware
Backup & Restore Settings
Restore Factory Setting
Reboot Device

Alarm Record Filepop

]
0
\

)

Figure 3.46



2) Specify an alarm schedule.

If you want the camera to alarm during set times select Scheduler and set time range.

If you want to select one serial area, you can click any number between 00 and 23 on the first
row, the corresponding column will be selected and it will turn blue. For example, click the
number “06” on the first row, you can see the column turn blue. That means the camera will
alarm when motion/sound is detected between 6 and 7 o’clock every day. Click the number“06”

on the second row, you can cancel the corresponding column you set. And it will turn grey.

MALM.‘ "“""“'WJM;‘.P'M““# =
Sound Detection Sensitivity 10 ¥ Sensitivity: 1-10.10=the highest sensitivity ~
1
P — -
Date & Time Setings | Upload Image on Alarm
£ 2
Upload Interval (Seconds) [30
Scheduler
Beep on Alarm
UPnP Settings .
R SR
LsetAl) [ clearal]
set [00)
[FIP Service Settings  [SEG{EI[ o8]
P R ey S 0=y 0 [ 123456780 (10[11[12(13[14[15]16/1718]19]20(21(22|23
PT Settings 'S;;: M
Upgrade Device Firmware 1"ue' TTTTTTT ‘ ‘
Backup & Restore Settings wed| [ [T{TTTTIT] nHnn R
Restore Factory Settings 1:::-'
Reboot Device Sat T
Loy [ Submit ] [ Refresh ]
a4
< >

Figure 3.47
If you want to select discrete area, you click the left button on the box of time range. It will turn

blue. If you want to delete it, just click the left button and it will turn grey.
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Mk Device. Soting Upload Interval (Seconds) 30
Basic Network Settings Scheduler
Wireless LAN Setting Beep on Alarm
ADSL Setting Record on Alarm
UPnP Setti

Hr_2eting Alarm Record Filepop

DDNS Service Settings

Mail Service Setting [setan] | t‘flear‘AlI ]

MSN Setting ) (07) (13)(14)
FIP Service Setting
Alarm Service Settings i \7l T i :

PT Setting

Upgrade Device Firmware
Backup & Restore Settings
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L
Restore Factory Settings Ll l RINRRNR RER
Reboot Device T ; TTTTTT i
o [ Submit ] [ Refresh ]
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Figure 3.48

3.15 PT Settings

You can set panftilt speed. Normally, PT speed is 3. The larger the setting number, the lower
speed. Don’t enable the checkbox “disable preset” if you want to use the function of preset, it will

be effective after you reboot device.

S A ) IaoonPany ligipicamers,
Device St .
PT Settings
Disable preset
Multi-Device Setting Go to center on boot
Basic Network Setting PT speed 3 v
Wireless LAN Settings Upward patrol speed [3 7
ADSL Setti
UPnP Seffinas Downward patrol speed
DDNS Service Settings Leftward patrol speed .3 V3
Mail Service Setting Rightward patrol speed
MSN Settings Patrol rounds horizontal 4 v
ERE: Service Setting Patrol rounds vertical 2 v
Alarm Service Settings
= Speed: 0---15 fast-—slow
PT Settings
Upgrade Device Firmware

Backup & Restore Setting
Restore Factory Settings
Reboot Device

-

Figure 3.49



Patrol rounds horizontal: Set the round between 1 and 10, then click Submit. Back to
surveillance window. Click the Horizon patrol button, the camera will patrol the rounds
horizontally you set and then stop if you don't click Stop horizon patrol button. For example, you
set 4 for the patrol rounds. Click submit and back to surveillance window. Click the Horizon patrol

button and do not click the Stop horizon patrol button, the camera will patrol 4 rounds and then

stop automatically.

Patrol rounds vertical: Set the round between 1 and 10, then click submit. Back to surveillance
window Click the Vertical patrol button, the camera will patrol the rounds vertically you set and

then stop if you don’t click Stop vertical patrol button.

3.16 Upgrade Device Firmware

When you upgrade the camera, please upgrade system firmware first and then upgrade the Web

ul.

AN mdooriPanylilgipicamera

Device Status

Alias Settings

Date & Time Settings
Users Settings
Multi-Device Settings Upgrade Pevice Embeded Web Ul || |( Browse...
Basic Network Settings
Wireless LAN Settings
ADSL Settings
CLOETLCM Upgrade system firmware.
DDNS Service St Upgrade Web Ul.
Mail Service Settings
MSN Setting

FTP Service Setting
Alarm Service Settings
PT Settings

Upgrade Device Firmware

Upgrade Pevice Firmware ‘ | Browse... | [ Submit
J

[ Submit

Upgrade Device Firmware
Backup & Restore Settings
Restore Factory Settings
Reboot Device

-

Figure 3.50
Click Browse, choose the correct bin file and then click Submit to upgrade.

Don’t shut down the power during upgrade until the IP camera tool finds the camera again.

Upgrade Firmware by IP Camera Tool



Double click the IP Camera Tool shot icon , select the Camera IP that you want to
upgrade the firmware. Then select Upgrade Firmware and enter the username and password,

choose the firmware file, and upgrade.

EIP Camera Tool

Ay O

: //192.

Basic Properties
Hetwork Configuration
Upgrade Firmware
Refresh Camera List
Flush Arp Buffer
About IP Camera Tool

Figure 3.51

ELIP Camera Tool

://192.168. 8. 101:8092

Anonymous Upgrade Firmware @

|} admin
i ! || Enter the User name and

password.

Password l

Upgrade Web UL I

0K I

Figure 3.52

CAUTION: If your camera works well with the current firmware, we recommend not upgrading.
Please don’'t upgrade the firmware unnecessarily. Your camera may be damaged if

misconfigured during an upgrade.

NOTE:

1) Please ensure you have downloaded the correct firmware package for your camera before
upgrading. Read the upgrade documentation (readme.txt file) in the upgrade package before you
upgrade.

2) Upon downloading the firmware check the sizes of the .bin files. They must match the size in

the readme.txt file. If not, please download the firmware again until the sizes are the same. Your



www.foscam.us

camera will not function correctly if a corrupt .bin file is used.

3) Normally, only Device WEB Ul need to be upgrade, please do not try to upgrade the Device
Firmware.

4) Never shut down the power of the camera during upgrade until the IP camera restart and get
connected.

3.17 Backup & Restore Settings

Click Submit to save all the parameters you have set. These parameters will be stored in a bin

file for future use. The bin file can be reloaded to restore the parameters that were set.

Device Status

— Backup & Restore Settings

Alias Settings

Date & Time Settings

Gani D

v

Users Settings Backup

Multi-Device Settings Resto[_e_
Basic Network Settings =
| Wireless LAN Settings

| ADSL Settings Click Submit to store v

UPnP Settings arameters
| DDNS Service Settings P . Load the parameters

Mail Service Settings bin file.
MSN Settings

Figure 3.53

3.18 Restore Factory Settings

All parameters will return to factory settings if selected.

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949
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Device Status £
2 : Device Status
Alias Settings

Date & Time Settings

Upgrade Device Firmware

Device Staws |

Alios Settings |

[Date & Time Settings |

[Users Settings  [IRESE] QUEZEENIAND
Device Firmware Version 1137.254
asic Nemor setings— [RSNIORUS A AN
Wirclos it Sotings [N =
[ADSLSettings |

[UPrp serings R i

DDNS Status Errors in Network Communication
UPNP Status 0 Act
wsusoungs [ (o ——
: @ Are you sure to restore factory settings
|Upgrade Device Firmware |

Backup & Restore Settings

Restore Factory Settings

I OK || | Cancel

Reboot Device

Log

‘ Back

Figure 3.54

3.19 Reboot Device

Click Reboot Device to reboot the camera. This is similar to unplugging the power to the

camera.

3.20 Log

The log record shows who accessed the camera and when. (Figure 3.55).

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949
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Device Status L
Alias Settings v °g
Date & Time Settings

Users Settings

Wed, 2012-09-05 09:59:04 motion detect

[

Multi-Device Settings
Basic Network Settings
Wireless LAN Settings
ADSL Settings

UPnP Settings

DDNS Service Settings
Mail Service Settings
MSN Settings

FTP Service Settings
Alarm Service Settings
PT Settings

Upgrade Device Firmware

Backup & Restore Settings v
Restore Factory Settings

Reboot Device L

Log

Figure 3.55

3.21 Back

This will take you back to the surveillance window.
Backup & Restore Settings

Log

‘ Back

4 Appendix

4.1 Frequently Asked Questions

NOTE: Always verify network connections are working by checking the status of the indicators

on the network server, hub and network card.

Foscam Digital Technologies LLC

Telephone: 1-800-930-0949




4.1.1 | have forgotten the administrator username and/or password

To reset the administrator username and password, press and hold down the RESET BUTTON
for 10 seconds. Upon releasing the reset button, the username and password will return to the
factory default administrator username and password. Please power on the camera before reset
Default administrator username: admin

Default administrator password: No password
4.1.2 Subnet doesn’t match, dbclick to change

If the IP Camera Tool shows the error “Subnet doesn’t match, dbclick to change!”, select Obtain

IP from DHCP server.

[V Obtain IP fyom DHCP server:

TP Address [

Subnet Mask

|
Gateway |
DNS Server [

Http Port 5092

User |admin

Password |

| 0K | Cancel

If this error still exists after obtaining an IP from the DHCP server, check the local area
connection of your computer and verify the subnet and gateway of the camera which should be

the same subnet of your computer.

4.1.3 No Pictures Problems

Video streaming is managed by the ActiveX controller. If the ActiveX controller isn’t installed
correctly you will see no video image. There are two ways to resolve this problem:
1) Reinstall “IP Camera Tool” and ActiveX controller (recommended) .

2) Download ActiveX controller and set the security setting of IE: IE browser—-> Tool - Internet



Proper-> Security—=> Custom Level-> ActiveX control and Plug-ins. The first three options of front
should be set to be “Enable”, The ActiveX programs read by the computer will be stored. As
follows:

Enable: Download unsigned ActiveX controls

Enable: Initialise and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plug-ins

Generd | Secuty ;-Fvi\'a.y Conterk | Connections ,Ercqﬁvul;f Advanced |

Select a pone b e o change secuty settngs.

¢ © v

Intetrmt Local ntranat  Tristed gtes Rest Setthos

PL Security Settings - Internct Zone

L e 3 (%) Crsable A
< Internet () Enshle
THs zoneis far Inbemet webstes, v Dawrload soned Actives cartrols {net secure)
secept those lkted i trostad and () (xsable
resmiched 2onns, () Enable (nct secure)
) Prampt (recommented)
Securky lavel For this 20m ¢ Dowrload unsigred ActresX contrels (not secure)
Alowed lavels for this zone: Medum to Hich () Disable (recommended)
Medim-high (_0;. Enable (nor securee)
) - Aoproorias fFor most websites ) Prampt
- Prompts before downleading potents ¥ Intikae and sonpt Activex cantrols not marked a5 safe For &
contant () tasable (recommenced)

- Unsignad Activesl corkrols vall not be () [ P ——

) Prampt
¥ AunActiyes cartrols and plugirs

| custom fevel... ¢ 0 dAdAmrimvarmr smmemind » )

l nasat dlzones *Takas sffect after you restart Inkernet Explorer

Aesat custam sattngs
—— Resstto: :Medln-htj\ (cefaul) v Resat, .,
Ca

L o || cowm |

Figure 4.1
If you allow the ActiveX to run, but still can not see living video and a red cross in the center of

the video. Please select another port number. Don’t use port 80, use port 85, 8005.etc.



i~ IP Camera 100

apple Network Configuration

IP Address
Subnet Mask
Gateway
DHS Server

[” Obtain IP from DHCP server

[192 168 . 11 .100°
[255 255 255 . 0
[192 188 .11 . 1
[202 .96 .13¢ .33

Http Port

3090

User

admin

Change another port
number.

|

Password

Figure 4.2
NOTE: Make sure that your firewall or anti-virus software does not block the camera or ActiveX.

If you cannot see live video, try shutting down the firewall or anti-virus software and try again.

4.1.4 Can’t access IP camera on internet

Possible reasons why camera is not accessible on the internet:
1) ActiveX controller is not installed correctly
2) The port which the camera uses is blocked by a Firewall or Anti-virus software. Try
changing to another port number. (Figure 4.2)
3) Port forwarding is not successful (Figure 3.30)

Double check these settings and make sure they are correct.

4.1.5 IP Camera Tool could not find camera’s IP

Verify that the network cable is securely fastened to the camera.
Make sure that DHCP is enabled on your router, do not enable MAC address filter.
Make sure that the firewall or anti-virus software does not block the camera. You can add the

camera as a trusted site on your firewall or anti-virus software.

4.1.6 UPnP always failed

UPNP only contains port forwarding in our recent software. Sometimes, it may be fail to do port



forwarding automatically because of the firewall or anti-virus software. It may also be due to the
router’s security settings. We recommend manually configuring port forwarding the camera can

be viewed on the internet.

4.1.7 Couldn’t find the shortcut on the desktop after install IP camera tool

If you use Windows7 or Vista and the shortcut is missing after installing the IP camera tool,
check the path of IP Camera program.

For example, if it was pointing to_C:\Windows\System32\IPCamera.exe.

Please fix this by pointing the shortcut to the correct path

C:\Windows\SysWOWG64\IPCamera.exe. After this you should be able to use the shortcut

without any problems.

4.1.8 | can’t change the record path

When you use Windows7 or Vista, you may be not able to change the record path because of
the security settings of computer. Please add the camera as a trusted site to resolve this issue.
The steps are

IE browser->Tool->Internet Properties> Security-> Trusted sites—> Sites>Add

4.1.9 | can’t find multi-device settings and record icon

Record and multi-device functionality are controlled by the ActiveX controller.

These functions are not available in Firefox, Google Chrome and Safari.

4.1.10 Camera cannot connect using wireless

If your camera cannot connect wirelessly after you set the wireless settings, unplug / plug the
power cable. (for more details: Wireless LAN settings in chapter 3.7)

Usually, camera can’t connect wireless mainly because of incorrect settings.

Verify that the SSID is correct; use the same encryption for router and camera. Share key should
not contain special characters, only word and number will be better. Disable MAC address

filtering.



4.1.11 Can’t see other cameras listed in multi-device when using remote

access

If you want to view all the cameras via the WAN, verify that each camera added in the
multi-device settings can be accessed by using the DDNS name and port number. Use the
DDNS domain name not the camera’s LAN IP. (For more details see: How to add cameras in
WAN)

4.1.12 Only see black screen or undefined characters when using remote

login

If you could access the login page remotely, this indicates that your DDNS settings are correct. If
you are unable to see live video but only some undefined characters, this may be due to the

internet speed issues or the camera using Wi-Fi.

4.2 Default Parameters

Default network Parameters

IP address: obtain dynamically

Subnet mask: 255.255.255.0

Gateway: obtain dynamically

DHCP: Disabled

DDNS: Embedded FOSCAM domain name
Username and password

Default administrator username: admin

Default administrator password: No password

4.3 Specifications

ITEMS FI8910W
Image Sensor Image Sensor Color CMOS Sensor
Display Resolution | 640 x 480 Pixels(300k Pixels)
Lens f:2.8mm,F:2.4
Mini. lllumination 0.5Lux




Lens Lens Type Glass Lens
Viewing Angle 60 degree
IR_CUT Filter will switch automatically
Video Image Compression | MJUPEG
Image Frame Rate | 15fps(VGA),30fps(QVGA)
Resolution 640 x 480(VGA), 320 x 240(QVGA)
Flip Mirror Images Vertical / Horizontal
Light Frequency 50Hz, 60Hz or Outdoor
Video Parameters Brightness, Contrast
Audio Input Built-in Microphone
Output Built-in Speaker,with a audio jack

Audio Compression

MJPEG

Communication

Ethernet

One 10/100Mbps RJ-45

Supported Protocol

HTTP,FTP,TCP/IP,UDP,SMTP,DHCP,PPPoE,DDNS,UPnP,GP
RS

Wireless Standard

IEEE 802.11b/g/n

Data Rate

802.11b: 11Mbps(Max.)
802.11n: 150Mbps(Max.)

802.11g: 54Mbps(Max.)

Wireless Security

WEP & WPA & WPA2 Encryption

Infrared Light

11 IR LEDs, Night visibility up to 8 meters

Dimension 117(L) x114(W) x129mm(H)
Gross Weight 785g
Net Weight 323g
Power Power Supply DC 5V/2.0A (EU,US,AU adapter or other types optional)

Power Consumption

5Watts (Max.)

Environment

Operate Temper.

0°~55°C (32°F ~131°F)

Operating
Humidity

20% ~ 85% non-condensing

Storage Temper.

-10°C ~ 60° (14°F ~ 140°F)

Storage Humidity

0% ~ 90% non-condensing

PC Requirements

CPU

2.0GHZ or above

Memory Size

256MB or above

Display Card

64M or above

Supported OS

Microsoft Windows 2000/XP/Vista/Windows7-32bit/Windows7-
64bit/Windows8- 32bit/WWindows8-64 bit / mac

Browser

IE 6.0, IE7.0, IE8.0,IE9.0, Firefox2.0,Firefox3.0,
Chrome, Safari or other standard browsers

Google

Certification

CE,FCC,CSA,ROHS

Warranty

Limited 2-years warranty

Attention: Power adapter should be used between 0°C-40°C, and 5%-90% relative humidity.




5 Phone Apps

FOSCAM provides iOS APP for iOS users, which helps to view and listen to your world
anywhere...... anytime.

Search and install Foscam Viewer on App Store or Google Play for Android or iOS devices.

6 Obtaining Technical Support

While we hope your experience with the IPCAM network camera is enjoyable and easy to use,
you may experience some issues or have questions that this User’s Guide has not answered.

Please contact support via e-mail at support@foscam.us. You can also reach technical support

at 1-800-930-0949 by following the automated instructions.

@ CcCeFe X &
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